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Unit 1: INTRODUCTION TO NETWORK AND CYBER SECURITY

Topic 1: Introduction to Cryptography Security trends, Legal, Ethical and Professional Aspects of
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Cryptography

Science and Art of transforming
message to make them secure and
immune to attacks
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Basic Terminologies

Plain Text
eClear Text

*Message which is readable by humans
Hi user,

This i1s an sample message

Cipher Text

e Unreadable Text

KL XVHU,

WKLV LV DQ VDPSOH PHVVDIJH

Introduction / 191T602 - Cryptography and Cyber Security / S.Priyanka / IT / SNSCE

4/18




LWLTTFITUTIONS

Basic Terminologies (Continued..)

Encryption Decryption

*The process of converting plaintext to

* The process of reverting

ciphertext . .
P ciphertext to plaintext
Plain Text Encryption Cipher Text
Decryption
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Information Security

physical or

Administrative
| (-\\QBIYZ-“{QL:CENCE
unauthorized access, ‘ HM Revenue
use, disclosure, UStOms

disruption, modification,
perusal, inspection,
recording or destruction
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Network Security

business, government
and academic
organization

Interconnect their data
processing equipment
with a collection of
interconnected networks
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Computer Security

telephone network,
data network or over
Internet

Protect data and thwart
hackers
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CIA Triad

CONFIDENTIALITY

)

INFORMATION
SECURITY 3

AVAILABILITY
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CONFIDENTIALITY

 Data confidentiality-Assures that private or confidential information is not made

available or disclosed to unauthorized individuals.
« Privacy-Assures that individuals control or influence what information related to
them may be collected and stored and by whom and to whom that information may be

disclosed.

INTEGRITY

+ Data integrity-Assures that information and programs are changed only in a specified

and authorized manner
. $ystem integrity-Assures that a system performs its intended function in an

unimpaired manner, free from deliberate or inadvertent unauthorized manipulation of
the system.

AVAILABILITY

« Assures that systems work promptly and service is not denied to auth-
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