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Security Attacks, Services and Mechanisms

. CLASSIFICATION OF OSI SECURITY ARCHITECTURE:
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Security Attacks

» SECURITY ATTACK IS A PROCESS OF GAINING AN
ACCESS OF DATA BY UNAUTHORIZED USER

1. ACCESSING THE DATA

11. MODIFYING THE DATA

111. DESTROYING THE DATA

TYPES OF SECURITY ATTACKS

SECURITY
ATTACK

| I

PASSIVE
ATTACK

ACTIVE
ATTACK
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» IN PASSIVE ATTACK NO DATA MODIFICATION WILL BE
DONE
TYPES OF PASSIVE ATTACK

a. RELEASE THE MESSAGE CONTENT
b. TRAFFIC ANALYSIS

PASSIVE
ATTACK

RELEASE THE

000 MESSAGE gmfgfs
0060 CONTENT
( X N )
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a. RELEASE THE MESSAGE CONTENT

» THIRD PARTY ONLY ACCESS THE DATA

Passive Attacks -

Relecase of message contents

IDnarth

}' >

"' Internet ox

othery comms faciliny

Bob

'u) Release of message contents
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b) TRAFFIC ANALYSIS

» ANALYSIS THE TRAFFIC & MODIFIES THE DATA THAT
HAS TO BE USED

Passive Attacks (Traffic analysis)

Internet @
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B)ACTIVE ATTACK

» IN ACTIVE ATTACK,DATA MODIFICATION WILL BE DONE

TYPES OF ACTIVE ATTACK

w

l l'_'l—f |

DATA DENIAL OF
MASQUERADE MODIFICATION REPLAY SERVICE
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a. MASQUERADE

» SENDER SENDS THE MESSAGE TO THE RECEIVER.BUT
THE THIRD PARTY(UNAUTHORIZED USER) ACCESS THE
DATA & MODIFIES THE DATA AND SENDS TO THE

RECEIVER IN THE NAME OF THE SENDER

Active Attacks: Masquerade
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b) DATA MODIFICATION

» _THIRD PARTY ACCESS THE DATA THAT IS SENT BY THE
SENDER TO THE RECEIVER,THIRD PARTY MODIFIES

THAT DATA & SENDS TO THE RECEIVER

Active Attack: Modification

Intermet or
othar comms facility
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¢) REPLAY

» RECEIVER RECEIVES THE DATA TWICE
»SENDER SENDS THE MESSAGE TO THE RECEIVER AS ‘

WELL AS THE THIRD PARTY WILL ACCESS THE MESSAGE |
AND MODIFICATION WILL BE DONE THEN THE THIRD
PARTY SENDS TO THE RECEIVER.

»HOWEVER THE RECEIVER DOESN'T KNOW THE ORIGINAL |
MESSAGE ¢

Replay Attack

. @ Server

. -
% - .
— - - - -
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d) DENIAL OF SERVICE

> THIRD PARTY INTERUPTS THE SERVICE THAT IS SENT BY
THE SERVER

Attacker

B

Bot

Y

oAk

\ Bot | _—--;ll HTTP GET lindex.js I
\ Bot
— .
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