Puzzle 1: Service Availability

You are managing a cloud-based application that experiences occasional downtime due to server
maintenance. Your task is to minimize the impact of this downtime on end-users.

e Problem: The application should have an uptime of 99.9% per month. This translates to a
maximum allowable downtime of 43.2 minutes per month. However, the current
downtime due to server maintenance is around 60 minutes per month.

« Challenge: Propose a strategy to reduce the downtime and ensure the application meets
the 99.9% uptime requirement. Consider using redundancy, failover mechanisms, and
cloud service features.

Questions:

e How would you implement redundancy to achieve the desired uptime?
e What failover mechanisms can you employ to minimize downtime during server
maintenance?

Puzzle 2: Cost Optimization

You are in charge of managing cloud costs for your organization. Recently, you’ve noticed that
the cloud service costs have increased by 30% compared to the previous month, without a
corresponding increase in service usage.

e Problem: Identify the cause of the cost increase and develop a plan to optimize cloud
costs.

o Challenge: Determine which cloud resources might be causing the cost spike. Consider
aspects such as unused resources, inefficient use of services, or misconfigured settings.

Questions:
e How would you analyze cloud usage to identify cost inefficiencies?
e What strategies can you implement to reduce cloud costs without impacting service
quality?
Puzzle 3: Security and Compliance

Your company is migrating sensitive data to a public cloud environment. However, there are
strict regulatory requirements that mandate data encryption both at rest and in transit.

« Problem: Design a cloud service management strategy that ensures data security and
compliance with regulatory standards.

e Challenge: Consider how to implement encryption, manage encryption keys, and ensure
that the cloud provider complies with relevant laws.

Questions:



e How would you manage encryption keys to ensure they are secure and compliant?
e What steps would you take to ensure that the cloud provider meets regulatory
requirements?

Puzzle 4: Performance Management

Your cloud-based application is experiencing latency issues during peak usage hours. This has
led to a poor user experience and complaints from customers.

e Problem: Investigate the root cause of the latency and propose a solution to improve
application performance during peak times.

« Challenge: Identify potential bottlenecks in the cloud infrastructure and consider scaling,
load balancing, and resource optimization as possible solutions.

Questions:

e What metrics would you monitor to diagnose the performance issue?
« How would you ensure that the application performs well under varying levels of
demand?

Puzzle 5: Resource Allocation

You are managing multiple cloud-based projects with varying resource requirements. Some
projects need high-performance computing resources, while others require large storage
capacities.

« Problem: Develop a resource allocation plan that ensures each project has the necessary
resources without over-provisioning.

« Challenge: Balance resource allocation across different projects to optimize performance
and cost-efficiency.

Questions:
« How would you prioritize resource allocation based on project needs?

o What strategies can you use to ensure resources are dynamically allocated and scaled as
needed?

Puzzle 6: Disaster Recovery Planning

Your organization relies heavily on cloud services for its critical operations. You need to develop
a disaster recovery plan to ensure business continuity in case of a cloud service outage.

e Problem: Create a disaster recovery strategy that minimizes downtime and data loss.
o Challenge: Consider factors such as data backup frequency, failover strategies, and
recovery point objectives (RPOs) and recovery time objectives (RTOs).



Questions:

e How would you determine the appropriate RPO and RTO for your organization?
e What cloud features would you leverage to ensure quick recovery in case of an outage?

SOLUTIONS FOR PUZZLES

Puzzle 1: Service Availability

Questions:

1. How would you implement redundancy to achieve the desired uptime?

o Answer: Redundancy can be implemented by deploying the application across
multiple availability zones or regions within the cloud provider's infrastructure.
By doing so, if one zone or region experiences downtime due to maintenance, the
application can continue to operate using resources from another zone or region.
Load balancing can be used to distribute traffic across these redundant resources,
ensuring high availability.

2. What failover mechanisms can you employ to minimize downtime during server
maintenance?

o Answer: Automatic failover mechanisms can be employed, where the system
automatically switches to a backup instance in another zone or region if the
primary instance goes down. Using managed services like AWS Elastic Load
Balancing (ELB) or Azure Traffic Manager can also help in automatically routing
traffic to healthy instances, reducing downtime during maintenance.

Puzzle 2: Cost Optimization

Questions:

1. How would you analyze cloud usage to identify cost inefficiencies?

o Answer: Start by reviewing detailed billing and usage reports provided by the
cloud provider. Identify resources that are underutilized, such as idle virtual
machines, unattached storage volumes, or over-provisioned instances. Tools like
AWS Cost Explorer or Azure Cost Management can help in identifying these
inefficiencies by providing insights into resource usage and cost patterns.

2. What strategies can you implement to reduce cloud costs without impacting service
quality?

o Answer: Implement strategies such as rightsizing (adjusting the size of resources
to match actual usage), using reserved instances or savings plans for predictable
workloads, and setting up auto-scaling to dynamically adjust resources based on



demand. Additionally, eliminating unused or redundant resources and leveraging
cost-effective storage solutions like object storage for infrequently accessed data
can significantly reduce costs.

Puzzle 3: Security and Compliance
Questions:

1. How would you manage encryption keys to ensure they are secure and compliant?

o Answer: Use a dedicated key management service (KMS) provided by the cloud
provider, such as AWS KMS or Azure Key Vault, to manage encryption keys.
Ensure that keys are rotated regularly, and access to keys is restricted through
strict access control policies. Implement key usage policies to ensure that keys are
used only for their intended purpose and monitor key usage logs for any
unauthorized access attempts.

2. What steps would you take to ensure that the cloud provider meets regulatory
requirements?

o Answer: First, ensure that the cloud provider is compliant with relevant standards
and regulations, such as GDPR, HIPAA, or SOC 2. Review the provider's
compliance certifications and audit reports. Implement data residency controls to
ensure that sensitive data remains within specific geographical boundaries as
required by regulations. Finally, conduct regular compliance audits to verify that
the provider continues to meet regulatory requirements.

Puzzle 4: Performance Management
Questions:

1. What metrics would you monitor to diagnose the performance issue?

o Answer: Monitor metrics such as CPU utilization, memory usage, disk 1/O,
network latency, and request response times. Additionally, track the number of
active sessions, database query performance, and error rates. Tools like AWS
CloudWatch, Azure Monitor, or Google Cloud Operations can help in collecting
and analyzing these metrics to identify performance bottlenecks.

2. How would you ensure that the application performs well under varying levels of
demand?

o Answer: Implement auto-scaling to dynamically adjust the number of instances
based on demand. Use a Content Delivery Network (CDN) to cache content
closer to end-users, reducing latency. Optimize the application’s code and
database queries to reduce load times. Finally, implement load balancing to
distribute traffic evenly across multiple instances, ensuring no single instance
becomes a bottleneck.



Puzzle 5: Resource Allocation

Questions:

1. How would you prioritize resource allocation based on project needs?

o

Answer: Prioritize resource allocation by assessing the criticality and business
impact of each project. High-priority projects, such as those supporting customer-
facing applications or essential business functions, should receive dedicated and
scalable resources. Projects with lower criticality can share resources or use less
expensive instances. Regularly review resource usage to adjust allocations based
on changing project requirements.

2. What strategies can you use to ensure resources are dynamically allocated and
scaled as needed?

o

Answer: Implement auto-scaling policies that automatically adjust resources
based on predefined thresholds for CPU, memory, or network usage. Use
infrastructure-as-code (laC) tools like Terraform or AWS CloudFormation to
automate the provisioning and scaling of resources. Additionally, containerization
with tools like Kubernetes can help in dynamically scaling applications based on
demand.

Puzzle 6: Disaster Recovery Planning

Questions:

1. How would you determine the appropriate RPO and RTO for your organization?
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Answer: Determine RPO (Recovery Point Objective) by assessing how much
data loss is acceptable for the business in case of an outage. Critical systems
might have a near-zero RPO, requiring continuous data replication. Determine
RTO (Recovery Time Objective) by evaluating how quickly the business needs to
resume operations after an outage. The RTO should align with the business’s
tolerance for downtime, with critical systems requiring a shorter RTO.

2. What cloud features would you leverage to ensure quick recovery in case of an
outage?

o

Answer: Use cloud features like automated backups, snapshots, and cross-region
replication to ensure data is protected and can be quickly restored. Implement
failover strategies using services like AWS Route 53 or Azure Traffic Manager to
automatically redirect traffic to healthy regions or instances during an outage.
Additionally, use Disaster Recovery as a Service (DRaaS) offerings from the
cloud provider to automate the failover and recovery process.



