
Some Puzzles 

Security Connection
Cryptography

Need For Formal Methods

Exchanging Secrets

Goal

A and B to agreeon asecret number. But, Ccan listen to all their 

conversation.

Solution?

A tells B: I’ll send you 3 numbers. Let’s use their LCM as the key.
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Mutual Authentication

Goal

A and B to verify that both know the same secret number.  No

third party (intruder or umpire!)

Solution?

A tells B: I’ll tell you first 2 digits, you tell me the last two...
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Zero-Knowledge Proofs

Goal

A to prove to B that she knows how to solve the cube. Without

actually revealing the solution!

Solution?

A tells B: Close your eyes, let me solve it...
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Paper, Scissors, Rock Game

Goal

How to play over Internet? Using email, say?

Solution?

You mail me your choice. I’ll reply with mine.
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Sharing a Dosa

Goal

All should get equal share of dosa. No envy factor. No trusted 

umpire.

Solution?

2 people case is easy- you cut, i choose!
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Security Concerns

Match the following!
Problems Attackers

Highly contagious viruses Unintended blunders

Defacing web pages Disgruntled employees or customers

Credit card number theft Organized crime

On-line scams Foreign espionage agents

Intellectual property theft Hackers driven by technical challenge

Wiping out data Petty criminals

Denial of service Organized terror groups

Spam E-mails Information warfare

Reading private files ...

Surveillance ...

Crackers vs. Hackers

Note how much resources available to attackers.
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