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Zcash 

 Zerocash is a protocol that provides a decentralized crypto-currency.  

 It is being developed into a full-fledged digital currency- Zcash. 

 It  provides a privacy-preserving version of Bitcoin (or a similar currency). 

 Bitcoin uses the hashing algorithm SHA-256.5CoinMarketCap. "SHA-256." 

  ZCash uses Equihash, which is incompatible with hardware and software designed for Bitcoin mining.  

 It also has larger blocks and increased hashing times, which increases the network's hash rate.  
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https://z.cash/
https://bitcoin.org/
https://coinmarketcap.com/alexandria/glossary/sha-256
https://coinmarketcap.com/alexandria/glossary/sha-256
https://coinmarketcap.com/alexandria/glossary/sha-256


Mining Zcash 

 ZCash uses the zk-SNARK security protocol to ensure the parties involved in a transaction are verified 

without revealing any information to each other or the network. 

 ZCash uses proof-of-work and requires miners to compete against each other to produce a new block by 

racing to solve a cryptographic problem. 

  The first miner to find the solution opens a new block and receives the block reward. 
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https://www.investopedia.com/terms/z/zksnark.asp
https://www.investopedia.com/terms/z/zksnark.asp
https://www.investopedia.com/terms/z/zksnark.asp
https://www.investopedia.com/terms/b/block-reward.asp


Transactions in Zcash 
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Mint Transactions in Zcash 

Mint transactions.  

 A mint transaction allows a user to convert a specified number of non-anonymous bitcoins (from some 

Bitcoin address) into the same number of zerocoins belonging to a specified Zerocash address.  

 The mint transaction itself consists of a cryptographic commitment to a new coin, which specifies the coin's 

value, owner address, and (unique) serial number.  

 The commitment is based on the SHA-256 hash function, and hides both the coin's value and owner 

address. 
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http://en.wikipedia.org/wiki/Commitment_scheme
http://en.wikipedia.org/wiki/SHA-2
http://en.wikipedia.org/wiki/SHA-2
http://en.wikipedia.org/wiki/SHA-2


Transactions in Zcash 
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Pour Transactions in Zcash 

Pour transactions.  

 A pour transaction allows a user to make a private payment, by consuming some number of coins (owned by this 

user) in order to produce new coins.  

 Ex:., a pour transaction, for (up to) two input coins and (up to) two output coins, involves proving, in zero 

knowledge, that: 

 the user owns the two input coins; 

 each one of the input coins appears in some previous mint transaction or as the output coin of some previous pour 

transaction; and 

 the total value of the input coins equals the total value of the output coins. 
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http://en.wikipedia.org/wiki/Zero-knowledge_proof
http://en.wikipedia.org/wiki/Zero-knowledge_proof
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