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Bitcoin 

Bitcoin is a decentralized digital currency that enables peer-to-peer transactions without 
the need for a central authority. Below is an overview of Bitcoin’s core components, its 
technology stack, and how it functions: 

1. Overview 

 Creator: Bitcoin was introduced in a 2008 whitepaper by an anonymous entity or 
individual known as Satoshi Nakamoto. 

 Launch: The Bitcoin network went live in January 2009 with the release of the 
Bitcoin software and the mining of the first block, known as the Genesis Block. 

2. Core Components 

a. Blockchain 

 Description: A decentralized, distributed ledger that records all Bitcoin 
transactions. 

 Structure: Consists of a chain of blocks. Each block contains a list of 
transactions, a timestamp, a reference to the previous block’s hash, and a nonce. 

b. Nodes 

 Description: Computers that participate in the Bitcoin network, maintaining a 
copy of the blockchain and enforcing its rules. 

 Types: 
o Full Nodes: Store the entire blockchain and validate transactions and 

blocks. 
o Lightweight Nodes: Store only necessary data and rely on full nodes for 

transaction validation. 

c. Miners 

 Description: Participants who validate and confirm transactions by solving 
complex cryptographic puzzles. 

 Rewards: Miners receive newly minted bitcoins (block reward) and transaction 
fees for their efforts. 



 

 

 19SB501- BLOCK CHAIN AND CRYPTOCURENCY TECHNOLOGIES / S.MOHANAPRIYA /AP-IOT /SNSCE 

 

 

 
        SNS COLLEGE OF ENGINEERING 

 

Kurumbapalayam (Po), Coimbatore – 641 107 
AN AUTONOMOUS INSTITUTION 

Accredited by NAAC-UGC with ‘A’ Grade, Accredited by NBA 
Approved by AICTE & Affiliated to Anna University, Chennai. 

 
d. Wallets 

 Description: Tools for storing and managing Bitcoin. Wallets can be software-
based (e.g., mobile or desktop apps) or hardware-based (physical devices). 

 Components: 
o Public Key: Used to receive bitcoins. 
o Private Key: Used to sign transactions and access the bitcoins. 

3. Technology Stack 

a. Consensus Mechanism 

 Proof of Work (PoW): Miners compete to solve a cryptographic problem. The 
first to solve it gets to add a block to the blockchain. This process secures the 
network and maintains its decentralized nature. 

b. Cryptographic Techniques 

 SHA-256: Bitcoin uses the SHA-256 hashing algorithm to secure blocks and 
transactions. 

 Public Key Cryptography: Utilizes public and private keys to secure 
transactions and wallet access. 

c. Transaction Process 

 Creation: A transaction is created by specifying the amount of Bitcoin to send, 
the recipient’s public address, and a digital signature. 

 Broadcasting: The transaction is broadcast to the network. 
 Validation: Miners validate the transaction and include it in a new block. 
 Confirmation: Once added to the blockchain, the transaction is confirmed and 

becomes immutable. 

d. Network Protocol 

 P2P Network: Bitcoin operates on a peer-to-peer network where nodes 
communicate directly with each other to share and validate transactions. 

 Network Nodes: Nodes use the Bitcoin protocol to transmit and receive data, 
validate transactions, and maintain the blockchain. 
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4. Economic Model 

 Supply Cap: Bitcoin has a maximum supply limit of 21 million coins, which is 
designed to create scarcity and reduce inflation. 

 Halving: Approximately every four years, the reward for mining new blocks is 
halved, reducing the rate at which new bitcoins are created. This is known as the 
"halving" event. 

5. Security 

 51% Attack: A theoretical attack where a malicious entity gains control of more 
than 50% of the network’s mining power. While theoretically possible, it is highly 
difficult and costly to achieve. 

 Economic Incentives: The design of the Bitcoin network, including mining 
rewards and transaction fees, incentivizes honest behavior and network security. 

6. Use Cases 

 Digital Gold: Bitcoin is often compared to gold due to its store of value 
properties. 

 Currency: Bitcoin can be used for transactions and purchases, though its 
primary use is as a store of value and investment. 

 Decentralized Finance (DeFi): Bitcoin serves as a foundation for various DeFi 
applications and innovations. 

Summary 

Bitcoin operates as a decentralized digital currency, utilizing a blockchain ledger, proof 
of work consensus mechanism, and cryptographic techniques to enable secure, peer-
to-peer transactions without intermediaries. Its technology stack includes components 
such as the blockchain, nodes, miners, and wallets, and is underpinned by economic 
incentives and security measures to ensure its integrity and reliability. 

+-------------------------------------------------------------+ 
|                        User Interfaces                      | 
| (Wallets, Exchanges, Payment Systems)                   
+-------------------------------------------------------------+ 
|                        Transaction Layer                    | 
| (Transaction Creation, Signing, Broadcasting 
+-------------------------------------------------------------+ 
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|                      Network Layer                           | 
| (Peer-to-Peer Network, Node Communication 
+-------------------------------------------------------------+ 
|                      Consensus Layer                        | 
| (Proof of Work, Mining, Block Verification 
+-------------------------------------------------------------+ 
|                      Data Storage Layer                     | 
| (Blockchain, Blocks, Transaction Records 
+-------------------------------------------------------------+ 
|                    Security Layer                           | 
| (Cryptographic Hashing, Digital Signatures 
+-------------------------------------------------------------+ 
|                        Infrastructure Layer                 | 
| (Servers, Cloud Services, Network Infrastructure)           | 
+-------------------------------------------------------------+ 
 

Explanation of Each Component: 

1. User Interfaces 
o Components: Wallets (software or hardware), cryptocurrency exchanges, 

payment systems. 
o Functions: Allow users to manage their Bitcoin, make transactions, and 

interact with the Bitcoin network. Wallets handle the creation and 
management of public and private keys. 

2. Transaction Layer 
o Components: Transaction creation, transaction signing, broadcasting to 

the network. 
o Functions: Users create transactions specifying the amount of Bitcoin to 

transfer and the recipient's address. Transactions are signed with private 
keys and broadcasted to the Bitcoin network. 

3. Network Layer 
o Components: Peer-to-peer network, nodes. 
o Functions: The Bitcoin network is composed of nodes that communicate 

via a peer-to-peer protocol. Nodes share and validate transactions and 
blocks, maintaining the decentralized nature of Bitcoin. 

4. Consensus Layer 
o Components: Proof of Work (PoW), mining. 
o Functions: Miners solve complex mathematical puzzles to validate and 

add new blocks to the blockchain. This process secures the network and 
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prevents double-spending. The consensus mechanism ensures all nodes 
agree on the state of the blockchain. 

5. Data Storage Layer 
o Components: Blockchain, blocks. 
o Functions: The blockchain is a public ledger that records all Bitcoin 

transactions. Each block contains a list of transactions and is linked to the 
previous block, forming a chain. This layer ensures the integrity and 
permanence of transaction records. 

6. Security Layer 
o Components: Cryptographic hashing (SHA-256), digital signatures. 
o Functions: Bitcoin uses cryptographic algorithms to secure transactions 

and protect data. Hash functions ensure that transaction data cannot be 
altered, and digital signatures verify the authenticity of transactions. 

7. Infrastructure Layer 
o Components: Servers, cloud services, network infrastructure. 
o Functions: Provides the underlying technology and resources needed to 

support the Bitcoin network. This includes computing power for mining, 
data storage, and network connectivity. 

Summary 

 User Interfaces: Allow users to interact with Bitcoin. 
 Transaction Layer: Manages the creation and broadcasting of transactions. 
 Network Layer: Facilitates communication between nodes in the Bitcoin 

network. 
 Consensus Layer: Ensures agreement on the blockchain state through mining 

and proof of work. 
 Data Storage Layer: Maintains the blockchain and transaction records. 
 Security Layer: Secures the Bitcoin network and transactions using 

cryptographic techniques. 
 Infrastructure Layer: Supports the technological needs of the Bitcoin network. 

This diagram and explanation encapsulate the main components and their interactions 
within the Bitcoin system, illustrating how Bitcoin operates from user interaction to 
transaction processing and data storage. 

Bitcoin is the first and most well-known cryptocurrency, representing a significant 
innovation in digital finance and decentralized systems. Here’s an in-depth explanation: 
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1. What is Bitcoin? 

Bitcoin is a decentralized digital currency designed to operate without a central authority 
or intermediaries. It enables peer-to-peer transactions via a distributed ledger called the 
blockchain, where transactions are recorded and verified by a network of computers 
(nodes). 

2. Core Concepts 

Decentralization 

 No Central Authority: Bitcoin operates on a decentralized network. Unlike 
traditional currencies managed by central banks, Bitcoin is maintained by a 
global network of nodes. 

 Distributed Ledger: Transactions are recorded on a public ledger called the 
blockchain, which is maintained by nodes around the world. This ensures 
transparency and security without a single point of control. 

Blockchain Technology 

 Structure: The blockchain is a chain of blocks, where each block contains a list 
of transactions. Once a block is filled with transactions, it is added to the end of 
the chain. 

 Immutability: Once recorded, data in the blockchain cannot be altered or 
deleted. This immutability is achieved through cryptographic hashing and 
consensus mechanisms. 

Cryptographic Security 

 Public and Private Keys: Bitcoin uses cryptographic keys for transactions. Each 
user has a public key (an address) and a private key (a secret code). To spend 
or transfer bitcoins, users must sign transactions with their private key. 

 Hashing: Bitcoin transactions are secured using hashing algorithms (SHA-256) 
that generate unique identifiers for each transaction, enhancing security and 
integrity. 

Proof of Work (PoW) 

 Mining: Bitcoin transactions are confirmed through a process called mining, 
which involves solving complex mathematical puzzles. Miners use computational 
power to find a solution, which is then added to the blockchain. 
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 Difficulty Adjustment: The difficulty of the puzzles adjusts approximately every 

two weeks to ensure that blocks are mined at a consistent rate (roughly every 10 
minutes). 

Limited Supply 

 Total Supply: Bitcoin’s total supply is capped at 21 million coins. This scarcity is 
designed to create value and prevent inflation. 

 Halving Events: The rate at which new bitcoins are created (mined) is halved 
approximately every four years in an event called "halving." This process 
gradually reduces the number of new bitcoins generated and ensures that the 
total supply approaches 21 million over time. 

3. How Bitcoin Works 

Transactions 

 Creation: A Bitcoin transaction involves transferring ownership from one address 
to another. Transactions are broadcasted to the network and include details such 
as the sender’s address, recipient’s address, and amount. 

 Verification: Transactions are verified by miners, who confirm their validity and 
include them in a block. Once a block is added to the blockchain, the transaction 
is considered confirmed. 

Wallets 

 Types: Bitcoin wallets come in various forms, including software wallets 
(applications), hardware wallets (physical devices), and paper wallets (printed 
keys). 

 Function: Wallets store private keys and allow users to manage their Bitcoin 
holdings. They also facilitate transactions by generating digital signatures. 

4. Bitcoin’s Ecosystem 

Exchanges 

 Platforms: Bitcoin exchanges are platforms where users can buy, sell, and trade 
Bitcoin for other cryptocurrencies or fiat currencies (like USD or EUR). 

 Marketplaces: Some exchanges also offer additional services, such as margin 
trading, futures contracts, and lending. 
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Regulation and Legality 

 Global Variance: Bitcoin’s legal status varies by country. Some countries fully 
embrace it, while others impose restrictions or outright bans. 

 Regulatory Concerns: Issues such as anti-money laundering (AML), know your 
customer (KYC) requirements, and tax implications are important considerations 
in the regulatory landscape. 

5. Use Cases 

Digital Transactions 

 Payments: Bitcoin can be used to purchase goods and services from merchants 
who accept it. It offers an alternative to traditional payment systems and can be 
particularly useful in regions with unstable currencies. 

Store of Value 

 Investment: Many view Bitcoin as "digital gold," a store of value that can hedge 
against inflation and economic uncertainty. Its limited supply and decentralized 
nature contribute to its appeal as an investment asset. 

Remittances 

 Cross-Border Transfers: Bitcoin can facilitate cross-border transactions with 
lower fees and faster processing times compared to traditional financial systems, 
making it a viable option for remittances. 

6. Challenges and Criticisms 

Scalability 

 Transaction Speed: Bitcoin’s network can handle a limited number of 
transactions per second, leading to potential delays and higher fees during 
periods of high demand. 

 Solutions: Various scalability solutions, such as the Lightning Network, aim to 
improve Bitcoin’s transaction capacity and efficiency. 

Volatility 

 Price Fluctuations: Bitcoin’s price is highly volatile, which can pose risks for 
investors and limit its use as a stable currency for everyday transactions. 
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Environmental Impact 

 Energy Consumption: The proof-of-work consensus mechanism requires 
significant computational power, leading to concerns about energy consumption 
and environmental impact. 

Conclusion 

Bitcoin represents a groundbreaking shift in how value can be transferred and stored 
digitally. Its decentralized nature, coupled with cryptographic security and a capped 
supply, has made it a pioneering force in the cryptocurrency space. However, it also 
faces challenges related to scalability, volatility, and environmental impact. As the 
technology and ecosystem evolve, Bitcoin continues to shape the future of finance and 
digital assets. 

 

 

 

 

 

 

 

 

 

 

 

 

 


