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The Byzantine Generals computing Problem

The Byzantine Generals Problem as a Distributed Systems Challenge

We use the military metaphor presented above to illustrate the difficulties of
achieving consensus in a decentralized environment and the importance of finding
solutions to the problem to maintain the integrity of distributed systems.

We often consider this problem a fundamental challenge in distributed systems, as
it illustrates the difficulties of achieving consensus in a decentralized
environment. The problem is particularly relevant in distributed systems such
as blockchain, where multiple parties must reach a consensus on the system’s
state to maintain its integrity.

The following diagram depicts a group of nodes representing the generals,
connected by lines
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The diagram illustrates these nodes in different colors to represent the loyal
generals, the ones who are Byzantine (mischievous) or those who failed. The
diagram also shows the decision-making process, where each general sends
their vote (attack or retreat) to the other generals and decides based on the
majority vote.

Key Points

1. Objective: The loyal generals must reach a consensus on whether to attack
or retreat, and they need to ensure that:
o All loyal generals agree on the same action.
o If the majority of loyal generals decide on a particular action, then that
action is chosen by all loyal generals.
2. Assumptions:
o The communication between the generals is done via message
passing.
o Messages can be delayed, lost, or altered, but the traitors can actively
send false information to mislead the loyal generals.
o There is no reliable way to identify traitors.

Challenges

1. Faulty Nodes: Some generals (nodes) may act dishonestly or fail to
communicate, leading to conflicting information among the loyal generals.

2. Network Delays: Asynchronous communication can lead to situations
where some generals receive messages later than others, complicating the
CONSensus Process.

3. Arbitrary Behavior: Traitors can send different messages to different loyal
generals, creating confusion.

Solution Requirements
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To solve the Byzantine Generals Problem, a consensus algorithm must satisfy the
following properties:

1. Agreement: All loyal generals must agree on the same decision.

2. Validity: If the majority of loyal generals propose an action, then that action
should be the one decided upon.

3. Fault Tolerance: The system should function correctly even if some
generals (up to a certain limit) act dishonestly.

Solutions

Various algorithms have been proposed to solve the Byzantine Generals Problem,
including:

1. Byzantine Fault Tolerance (BFT): Algorithms like PBFT (Practical
Byzantine Fault Tolerance) can achieve consensus in a system where up to
one-third of the participants may be faulty.

2. Cryptographic Solutions: Using cryptographic methods like digital
signatures to ensure message integrity and authenticity.

3. Voting Protocols: Systems where each general votes on the proposed
action, with mechanisms to handle discrepancies.

Applications

The Byzantine Generals Problem is fundamental in the field of distributed
computing and has implications for:

« Blockchain technology
« Distributed databases
« Fault-tolerant systems

Byzantine Fault Tolerance (BFT):

« Practical Byzantine Fault Tolerance (PBFT): This is one of the most well-
known algorithms, designed to handle up to n—13\frac{n-1} {3}3n—1 faulty
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nodes (where nnn is the total number of nodes). PBFT operates in a series of
phases (pre-preparation, preparation, and commitment) to ensure consensus.

1. Practical Byzantine Fault Tolerance (PBFT)

Overview: PBFT is designed to work efficiently in environments where some
nodes (up to one-third) may act arbitrarily, including lying or failing to respond.
The algorithm involves multiple phases to ensure consensus among the
participating nodes.

Assumptions:

« There are nnn nodes, and at least fff of them may be faulty, where f<n3f <
\frac{n}{3}f<3n.

« Communication occurs through message passing.

« Nodes can send and receive messages but cannot identify whether a node is
faulty or not.

Phases of PBFT:

1. Pre-Preparation Phase:

o The primary node (the leader) proposes a value (request) to all backup
nodes (replicas) by sending a pre-prepare message that includes the
request 1D and the value.

2. Preparation Phase:

o Upon receiving the pre-prepare message, each backup node verifies it.
If valid, they broadcast a prepare message to all other nodes.

o A node will only send a prepare message if it has received a valid pre-
prepare message from the primary.

3. Commit Phase:

o Once a node receives prepare messages from a sufficient number of
nodes (at least 2f+12f + 12f+1), it broadcasts a commit message.

o Once a node collects enough commit messages (again, at least 2f+12f
+ 12f+1), it can safely decide on the value.

4. Decision Phase:
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o After a node has enough commit messages, it concludes that the value
Is agreed upon and can take action based on that decision.
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