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Advanced Encryption Standard - AES

» designed by Rijmen-Daemen in Belgium
» has 128/192/256 bit keys, 128 bit data

» an iterative rather than feistel cipher
treats data in 4 groups of 4 bytes
operates an entire block in every round

» designed to be:
resistant against known attacks

speed and code compactness on many CPUs
design simplicity

2/14 191T602 - Cryptography and Cyber Security / S.Priyanka /AP / IT / SNSCE



Al
» State Arrays

4 x 4 Matrix

» Key
44 Words

.

S Encryption

Key Size 4/16/128 | 6/24/192 |8/32/256
(words/bytes/bits)
Plaintext Block 4/16/128 |4/16/128 |4/16/128
Size
(words/bytes/bits)
Number of Rounds | 10 12 14
Round Key Size 4/16/128 |4/16/128 |4/16/128
(words/bytes/bits)
Expanded Key Size | 44/176 52/208 60/240
(words/bytes)
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Plaintext— 16 bytes (118 bits)
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i4 transformations)

Input state Key
(16 bytes) Round 0 key (M byles)
i 16 byies)
|
Initial transformation | :
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initial
transfor mation
(16 hyies)
Round 1 Round 1 key
i 16 byies)
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ouiput staie
i 16 bryies)
=5 ey
{4 transformations) (1t Iy E*IH
1
I |
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Roound & -1
ouiput staie
i 16 bryles)
Round ¥ key
Rownd & i 16 byies)

i3 transformations)

Final staie
i 16 bytes)

LITITT T TTTTITTIT]
Cipehertexi—16 bytes (128 bits)
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Lo

nput(in), State array (s), Output (out), A&
Key(k) and Expanded Key(w)

iy | iny, | img | ing Spo | Soa | %oz | Sos Sop | Soa | Saz | Sos outy | out, | oulg | out;,
iﬂ] I;”f H'A; I;Fi'|_3 510 511 f12 513 510 L f132 53 Oty | ouils | Ol | Ouls
R - =
iy | ing | gy | ingg Sag | %21 | S2a | Sas Sap | 521 | Saz | Sas guly | outy |oulg | outyy
i3 iy | iy | imgs L5 £31 F13 | Faa F3p | 53 F332 | Fi3 ouly | ouly | Ol | Ol s
ko | ks | kg | Kiz
ky k kg | ki3
» Wy | wy | Uh Ty | Wy
kx | ke | Ko | Kug
ks ky | kg | ks
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AES Structure ,
Plaintext as h:;tﬁl Plaintext
. . (16 bytes) I Expand key I (16 bytes)
» Key —is expanded into array I — i
. Add round key = wli, 3] »| Add round key
of 44 32-bit words A S— A
I Substitute bytes I I Inverse sub bytes I E
} 4 Stages - | Shift*mws | I Inverse shift rows | E
» Simple Structure E [__::1]7{.-1?.1_";“;"] _______ — |"1_.1:-._._r;jn;{§c.[¢"|
. . ] i
EnCI")'ptlon and DeCI‘)’ptlon - | Add round key ::. w4, 7] :: Add round key |
Add round key followed by 9 l’ e i ] %
—_ tl‘ - =
rounds —all 4 stages except 9 X ]
round — 3 stages l
I Substitute bytes I -
» Starts with AddRoundkey — — )
USES key E | Mix utumm | _l I ]m'erseTmi:( cols |
. . . ! i
» Efficient and highly secure — [ Addroundkey Je——t- wi36,39] — [ Addroundkey | —
XOR, COnfUSion, DifoSion | S-uhstiil}te bytes | I ]m‘e-r.tiesTuh hytes | r-'%
= T i
3 Easil Reversible E | Shift rows | _] | Inverse shift rows |
y = dd Ldl\ (40, 43] Add lev.
. . Add round key  je——— W[40, 43] —————] round key
» Decryption is not the same S e
. Ciphertext Ciphertext
as encr)’Ptlon (16 bytes) (16 bytes)
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¢IAES Transformation Function

Stages of AES

» Substitute bytes
Uses an S-box to perform a byte-by-byte
substitution of the block

» ShiftRows
A simple permutation »

» MixColumns

A substitution that makes use of arithmetic over

» AddRoundKey
A simple bitwise XOR of the current block with a portion of

the expanded key o
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EA | 04 | 65 | 85
83 | 45 | 5D | 96
5C | 33 | 98 | BO
FO | 2D | AD| C5

87 | F2 | 4D | 97
EC | 6E | 4C | 90
4A | C3 | 46 | E7
8C | D8 | 95 | A6
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_I 0 2 3 4 5 6 7 8 9 A B C D E F
0 63 | 7C | 77 | 7B | F2 | 6B | 6F | C5 | 30 | 01 | 67 | 2B | FE | D7 | AB | 76
1 CA |8 [ C9 | 7D | FA | 59 | 47 | FO | AD | D4 | A2 | AF [ 9C | A4 | 72 | CO
2 | B7 |FD | 93 | 26 | 36 | 3F | F7 |[CC | 34 | A5 | E5 | F1 | 71 | D8 | 31 | 15
3 04 | C7 | 23 | C3 | 18 | 96 | 05 | 9A | 07 | 12 | 80 | E2 | EB | 27 | B2 | 75
4 09 | 83 | 2C (1A | 1B | 6E | 5A | A0 | 52 | 3B | D6 | B3 | 29 | E3 | 2F | 84
5 53 | D1 | 00 | ED | 20 | FC | B1 | 5B | 6A |CB |BE | 39 | 4A | 4C | 58 | CF
6 | DO | EF |AA|FB | 43 | 4D | 33 (85 | 45 | F9 | 02 | 7F | 50 | 3C | 9F | A8
7 51 | A3 | 40 | 8F | 92 (9D | 38 | F5 | BC | B6 | DA | 21 | 10 | FF | F3 | D2
8 |CD|OC |13 |[EC | 5F | 97 | 44 | 17 | C4 | A7 | 7TE | 3D | 64 | 5D | 19 | 73
9 60 | 81 | 4F (DC | 22 | 2A | 9 | 88 | 46 | EE | B8 | 14 | DE | 5E | 0B | DB
A |EO| 32 | 3A|0A | 49 | 06 | 24 (5C | C2 D3 |AC | 62 | 91 | 95 | E4 | 79
B |E7 | C8 | 37 |6D (8D | D5 | 4E | A9 | 6C | 56 | FA | EA | 65 | 7TA | AE | 08
C |BA| 78 | 25 | 2E (1C | A6 | B4 |C6 | E8 |DD | 74 | 1F | 4B | BD | 8B | 8A
D )70 | 3E | B5 | 66 | 48 | 03 | F6 | OE | 61 | 35 | 657 | B9 | 86 | C1 | 1D | 9E
E |E1 | F8 |98 | 11 | 69 | D9 | 8E | 94 | 9B | 1E | 87 | E9 [ CE | 55 | 28 | DF
F |8 | A1 | 8 (0D | BF | E6 | 42 | 68 | 41 | 99 | 2D | OF | BO | 54 | BB | 16
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Inverse S-Box

52 | 09 | 6a |d5 | 30 | 36 | a5 | 3B | bf | 40 | a3 | 92 | B1 | £3 | d7 | fb

54 | Tb | 94 | 32 | a6 | c2 | 23 | 3d |ee | 4c | 95 | Ob | 42 | fa | c¢3 | de
08B | 2e | al | 66 | 28 (d9 | 24 | b2 |76 | 5b | a2 | 49 | 6d | Bb | d1 | 25
72 | £8 | f6 | 64 | 86 | 68 | 98 | 16 |d4 | ad | 5c | cc | Bd | 65 | be | 92

90 | dB | ab (00 | 8c |boc | d3 | 0a | £7 |4 | 58 | 05 | b8 | b3 | 45 | 06
d0 | 2c | 1le | Bf |ca | 3£ | 0f |02 [cl |af ([bd | 03 [ 01 | 13 | Ba | 6b
91 | 11 | 41 | 4f | 67 |de |ea | 97 | £2 | cf | ce | £0 | b4 | eb | T3
96 |ac | 74 | 22 |eT7 |ad | 35 | 85 | e2 | £9 | 37 | e8 | 1c | 75 | df | Ge
47 | £f1 | 1a | 71 | 1d | 29 | b | B9 | 6f | b7 | 62 | De | aa | 18 | be | 1b
foc | 56 | 3e | 4b | c6 | d2 | 79 | 20 | 9a |db | cO | fe | 78 | cd | ba | £4
1f |dd | aB | 33 |88 | 07 | 7 | 31 | b1 | 12 | 10 | 59 | 27 | 80 | ec | bE
60 | 51 | 7£ | a9 |19 |bs |da |0d | 2d |e5 | Ta | 9 | 93 | c9 | 9¢ | ef
al | el | 3b | 4d | ae | 22 | £5 | b0 | c8 | eb | bb | 3c | B3 | 53 | 99 | 61
17 | 2b |04 | Te |ba | 77 | d6 | 26 | el | 69 | 14 | 63 | 55 | 21 | Oc | T7d

Mmoo ||| o] | Wk =S
L
il
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ShiftRows Transformation

ShiftRow

—EIeE I E ¢ 1

State

State

- S
~»
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Shaft left

Row 0: no shift

Row 1: 1-byte shift
Row 2: 2-byte shift
Row 3: 3-byte shuft

63

C9

FE

30

k2

K2

63

26

c9

e

7D

D4

FA
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63

82

D4

>| ShiftRow I

State

State

63

C9

FE

30

| [

63

26

I2

[}

D4

c9

9

FA

InvShiftRow I<
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MixColumns Transformation

MixColumns

I1/14

Slate

03
02
01
01

01l
03
02
01

01
01
03

02

<

Inverse

>

(OE 0B 0D
09 OE OB
oD 09 OE

0B 0D 09
C—l
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87 | F2 [4D | o7 47 [ 40 [A3]aC

6E | 4C | 90 | EC 37 | D4 | 70 | 9F

%6 |E7|4A | 3| — |94 |F4|3A| @

A6 | 8C | D8 | 95 ED | A5 | A6 | BC
(102} « {87}) @ (103} * {6E}) @ {46} D {A6) = {47]
187} @ ({02} = {6E}) @ ({03}« {46}) D {A6} = {37}
187} @ {6E} @ (102}« {46}) @ ({03} {A6}) = {94}
(103}« {87}) @ {6E} @ 146 @ (102}« {A6)) = {ED|

X flx) = { (bsbsbab3bab1by0) if b; =0
x X flx) = (bgbsbabsbybiby0) @ (00011011)  if by = 1

{02} {87} = (0000 1110) @ (0001 1011) = (0001 0101)
(03}« {6E} = [6E} @ ({02} {6E}) = (0110 1110) @ (1101 1100) = (10110010).

{02} {87} = 0001 0101
{03} +{6E} = 1011 0010
{46} = 0100 0110
{A6] = 1010 0110
0100 0111 = {47}
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AddRoundKey Transformation o

» AddRoundKey(State, Key):

Key

47

40

A3

4C

37

D4

70

9F

94

E4

3A

42

ED

A5

Ab

BC

13/14

D

—

State
AC | 19 28 57
77 | FA | D1 | 3C
66 | DC | 290 | 00
F3 | 21 41 | 6A

State
EB | 59 | 8B | 1B
40 | 2E | A1 | C3
= F2 | 38 13 | 42
I1E | 84 E7 | D6
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Thank You
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