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Advanced Encryption Standard - AES

 designed by Rijmen-Daemen in Belgium 

 has 128/192/256 bit keys, 128 bit data 

 an iterative rather than feistel cipher

 treats data in 4 groups of 4 bytes

 operates an entire block in every round

 designed to be:

 resistant against known attacks

 speed and code compactness on many CPUs

 design simplicity
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AES Encryption

 State Arrays

 4 x 4 Matrix 

 Key 

 44 Words

Key Size 

(words/bytes/bits) 

4/16/128 6/24/192 8/32/256

Plaintext Block 

Size 

(words/bytes/bits) 

4/16/128 4/16/128 4/16/128 

Number of Rounds 10 12 14

Round Key Size 

(words/bytes/bits) 

4/16/128 4/16/128 4/16/128 

Expanded Key Size 

(words/bytes) 

44/176 52/208 60/240
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Input(in), State array (s), Output (out), 

Key(k) and Expanded Key(w)
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AES Structure

 Key – is expanded into array 

of 44 32-bit words

 4 Stages

 Simple Structure 

 Encryption and Decryption –

Add round key followed by 9 

rounds –all 4 stages except 9th

round – 3 stages

 Starts with AddRoundkey –

uses key

 Efficient and highly secure –

XOR, confusion, Diffusion

 Easily Reversible

 Decryption is not the same 

as encryption
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AES Transformation Function

Stages of AES

 Substitute bytes

 Uses an S-box to perform a byte-by-byte 

substitution of the block

 ShiftRows

 A simple permutation

 MixColumns

 A substitution that makes use of arithmetic over

 AddRoundKey

 A simple bitwise XOR of the current block with a portion of 

the expanded key
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Substitute Bytes Transformation
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S-Box
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Inverse S-Box
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ShiftRows Transformation
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MixColumns Transformation
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AddRoundKey Transformation

 AddRoundKey(State, Key):
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Thank You
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