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Chinese Remainder Theorem

• used to speed up modulo computations

• if working modulo a product of numbers

• eg. mod M = m1m2..mk

• Chinese Remainder - each moduli mi works separately

• since computational cost is proportional to size, this is faster than
working in the full modulus M
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Chinese Remainder Theorem

• can implement CRT in several ways

• to compute A(mod M)

• first compute all ai = A mod mi separately

• determine constants ci below, where Mi = M/mi

• then combine results to get answer using:
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Power of integer modulo 19

19IT602 - Cryptography and Cyber  Security / S.Priyanka 

/AP / IT / SNSCE
4/9



Problems

• consider the powers of 7, modulo 19:
• 71 =  7 (mod 19)

• 72 = 49 = 11 (mod 19)

• 73 = 343 = 1 (mod 19)

• 74 = 2401 = 7 (mod 19)

• 75 = 16807 = 11 (mod 19)
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Discrete Logarithms

• Let g be the generator of the group Zn
* . Given an element y = gx

(mod n) the discrete logarithm is defined as dlogn,g(y) = x.
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Properties of logarithms

• loga1 = 0

• logaa = 1

• logaxy = logax+logay

• logax
n = nlogax
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Properties of Discrete Logarithms

• dlogn,g (1) = 0 g0 = 1(mod n)

• dlogn,g(g) = 1 g1 = g(mod n)

• dlogn,g(xy) =(dlogn,g(x)+dlogn,g(y)) (mod(Φ(n))

• dlogn,g xr = r dlogn,g(x) (mod Φ(n)) 
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Reference

• http://nptel.ac.in/courses/106103015/11

• http://nptel.ac.in/courses/106103015/12
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