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SMTP protocol

220 smtp.example.com ESMTP Postfix C: HELO
relay.example.org

250 Hello relay.example.org, | am
glad to meet you C: MAIL
FROM:<bob@example.org>

250 Ok

RCPTTO:<alice@example.com> S: 250
RCPTTO:<theboss@example.com> S:
DATA

354 End data with
<CR><LF>.<CR><LF> C: Hello
Your friend, Bob C: .
250 Ok: gqueued as
QUIT

221 Bye
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SMTP protocol

AOOD. Yratlet & 10 . )
This is a plain text document crected in
TextEdit. It works ¢ lot like Noteped from
Windows. It will even strip the formatting
from other stuff pasted into this text file.

PLAIN TEXT

everyone on the way can read it

Read if!
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SMTP protocol

NO AUTHENTICATION

everyone can pose as anyone
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SIZE
LIMIT

10

KB

- SIZE LIMIT

e-mails are limitedin size
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THE SOLUTION

PGP -open solution to our problems

Private-Key
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Pretty Good Privacy (PGP)

» widely used de facto secure email

* developed by Phil Zimmermann

* Best Available Cryptographic Algorithm

* Available on Unix, PC, Macintosh and Amiga systems

e originally free, now have commercial versions available also
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How PGP Works?

Bob's Computer Joe's Computer

BOB

Wants to send a private message C”"Gi":ep::&‘;c"::yp":’:;; key
Encrypt Message with Joe's
Public Key Decrypfs using private key

Q
o~
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PGP Services

Confidentialit
y
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- Source A > <«——Destination B———»

PU,

E[PR,. H(M)]

‘l

PR,

M @ @ 0 Z

(a) Authentication only

PUy,

K

4 .o

(b) Confidentiality only

(c) Confidentialitv and authentication
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Authentication - confirming the sender’s identity

MATCH? ﬂ

Sender's
public

S
R

g

BN
ﬁ%

Sender's
private
key

PIPIPIIIIVP IV
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CO nﬂ d e ﬂtia | |ty‘ message is known to the intended person

* Sender generates message and random 128-bit number to be used
as session key for this message only

* Message is encrypted, using CAST-128 / IDEA/3DES with session key

* Session key is encrypted using RSA with recipient's public key, then
attached to message

* Receiver uses RSA with its private key to decrypt and recover session
key

 Session key is used to decrypt message
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Confidentiality & Authentication

 uses both services on same message
* create signature & attach to message
* encrypt both message & signature
 attach RSA encrypted session key
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Compression

 After signing but before encrypting
* One can store uncompressed message & signature for later verification
e compression is non deterministic

* uses ZIP compression algorithm

Compression

Sender

Decryption Decompression Authentication

Recipient
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Email Compatibility

Wmm im %Iﬁe limit

* traveling acro%s I[:])éar’?;o&gj[sa

Segmentation & Reassembly

\
automatic segmentation and reassembly of long
messages ’

v
"" 4 “E
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PGP Oberations

X « file

w

Signature Yes
required?

Generate signature
X « signature | X

Mo

LY

Compress

X «4X)

Confidentiality
required?

Encrypt key, X
Xe<EPU, K)IEK,X)

Mo

Convert to radix 64
X« BRed[X]

Transmission

Convert from radix 64
X« R647'[X]
Hr
< Confidentiality _'** PeenptEen
on m@_’ K.« D(PR,, E(PU,, K.))
e X « D(K.E(K, X))
No
w
Decompress
XeZ7'(X)
A
Signature Yes Strip signature from X
required? verfy signature
No
I‘ -
Reception
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TUTIONS

Thank You
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