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BITCOIN
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« A distributed, decentralized digital currency system

 Released by Satoshi Nakamoto 2008

Effectively a bank run by an ad hoc network

« Digital checks

« Adistributed transaction log

Number of BitCoins in circulation 11.8 million (December 2013)

Total number of BitCoins generated cannot exceed 21 million

Average price of a Bitcoin: around $300

Price has been unstable.
Total balances held in BTC 1B$ compared with 1,200B$ circulating in USD.

« 30 Transactions per min. (Visa transaction 200,000 per minute.)
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Intermediaries/third-parties
sfees, restrictions, slow, closed

The Bitcoln network
Open, peer-1o-peet, secure, instant
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SECURITY IN BITCOIN

« Authentication [ Public Key Crypto: Digital Signatures

« Am | paying the right person? Not some other impersonator?

* Integrity O Digital Signatures and Cryptographic Hash
 Is the coin double-spent?

« Can an attacker reverse or change transactions?

« Availability[l Broadcast messages to the P2P network

« Can | make a transaction anytime | want?

« Confidentialityll Pseudonymity

* Are my transactions private? Anonymous?
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First, create a message digest using a cryptographic hash
Then, encrypt the message digest with your private key
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Consistent: hash(X) always yields same result
One-way: given Y, hard to find X s.t. hash(X) = Y
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¢ Cryptographic Hash Functions
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Collision resistant: given hash(W) = Z, hard to find X such that hash(X) = Z
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BITCOIN

Bitcoin is an digital currency introduced in 2008 by pseudonymous developer
"Satoshi Nakamoto". That can be exchanged for goods and services

Revolutionary: Transactions allow for anonymity and are Global: Bitcoins are borderless currency and can be used
almost instantaneous. anywhere.
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Summary
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