Emulation

Emulation is the process of copying the behavior of one computer system (or
software) on another system, typically with different hardware or software. In this
article, we will look into the Applications, Types, Advantages, and Disadvantages
of Emulation.The capacity of a computer program that stimulates the behavior of
another program or system inside of an electrical device is known as emulation.
They allow a computer, called the host system, to run software or use peripherals

designed for another system, known as the guest system.

The process of developing emulators is based on extensive study, design,
implementation, optimization, testing, and iteration. To construct the emulator's
fundamental components to reproduce the behavior of the target system on the host
system, developers first analyze the architecture and interfaces of the target system.
Writing code to manage memory, conduct input/output activities, imitate peripherals,
and interpret or translate instructions are all part of the implementation.
Performance is enhanced by optimization methods including dynamic recompilation
and caching, and accuracy, stability, and compatibility are guaranteed by rigorous
testing. Users are the focus of documentation and user interface design, and
community feedback drives incremental improvements that yield flexible tools for

hardware and software emulation that run on several platforms.

Type of Emulators

e CPU emulators: An emulator is a software application that replicates the
hardware CPU. The simplest version of the CPU emulator is an interpreter, a
program that tracks the execution path for emulated programs.

e« Game console emulators: These emulators allow users to use games designed
specifically for the consoles on various platforms, such as computers,
smartphones and gaming consoles, replicating the hardware and software
environment of a console.

e Operating System Emulators: The operation system emulators enable users to

use a number of operational systems simultaneously on the same hardware,

simulating the behavior of all IT systems.
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Network Emulators: Network emulators allow users to test and verify the
performance, reliability and scalability of network applications and systems by
simulating real network conditions and environments.

Application-Specific Emulators: Application Specific emulators are aimed at
replicating the individual software components or interfaces and providing
compatibility with applications developed for a variety of platforms as well as

environments.

Different Parts of Emulations

Emulator Core: The emulator core is an essential component of emulation
software, which interprets instructions from the guest system and transposes
them to instructions that a host computer can understand and use. It shall be
responsible for emulating the CPU, memory management, input and output
functions of the guest system as well as other essential functions.

ROMs and BIOS: The software and data from the guest system that the
emulator needs to run are contained in the Read Only Memory ROM images. The
operating system and the firmware required to run software on a guest computer

are usually included in these ROMs. In addition, to emulate consoles and older

computers, and to provide low level hardware initialization and control, it is

often necessary to have BIOS Basic Input System Output files.

User Interface : Controls and settings for configuring emulation parameters,
loading ROMs, and managing emulation sessions are provided in the user
interface of the emulator. This enables users to configure their emulation
experience, adjust settings for performance and compatibility as well as
interaction with the simulated software.

Graphics and Audio Rendering : The components for rendering graphics and
processing audio, which replicates the visual and sound output of the guest
system, are typically included in the Emulators. In order to enhance performance
and reliability, these components may use software based rendering or hardware
acceleration techniques.

Configuration and Settings : Emulators are frequently offering a broad range of
configurations and settings which allow users to configure emulation parameters

in order to suit their preferred hardware capabilities. Options to adjust CPU speed,
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graphics rendering, input mapping, and audio output configuration may be
included in these settings.

Application of Emulators

Gaming: Emulators allow the user to run games developed for one gaming
platform on other platforms.

Software Development: To detect and resolve compatibility issues early in the
development process, developers always use emulators for the simulation of
special hardware configurations, operating systems or network conditions.
Legacy Software Support: On modern platforms, emulation allows us to run
legacy software designed for outdated hardware or operating systems. This is
particularly useful for businesses and organizations that are dependent on legacy
applications to perform essential operations but must update their equipment or
move to a more recent operating system.

Education and Training: For the teaching of computer science concepts,
software development techniques and historical computing systems, Emulators

play an important role in educational settings.

Advantage of Emulation

Emulation allows software which is created for one of the platforms to be used
on another, so that it can support cross compatibility with other platforms. It is
especially useful to run legacy software on new computers.

Emulation makes it easier for users to access software and hardware that may be
rare, expensive, or difficult to obtain physically.

By providing a platform for developers to test their software in several
environments, Emulation makes it easier to develop and test the software.
Emulators can be used for simulating various hardware configurations, operating
systems and network conditions by developers.

In teaching computer science concepts, software development techniques and

historical computing systems, Emulation is valuable in education settings.

Disadvantage of Emulation

Due to the necessity of translating instructions between guest and host
systems, encryption often introduces performance issues.
It can be difficult to achieve accurate emulation of large hardware systems,

resulting in compatibility problems and incorrect simulation behaviors.
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e Accurate emulation of larger hardware systems can be hard to achieve, which
may lead to compatibility issues and incorrect simulation behavior.
o It is difficult to set up and configure emulation software, requiring technical

knowledge and experience in computer hardware and software systems.

Binary Translation with Full Virtualization

Depending on implementation technologies, hardware virtualization can be classified
into two categories: full virtualization and host-based virtualization. Full virtualization
does not need to modify the host OS. It relies on binary translation to trap and to
virtualize the execution of certain sensitive, nonvirtualizable instructions. The guest
OSes and their applications consist of noncritical and critical instructions. In a host-
based system, both a host OS and a guest OS are used. A virtuali-
zation software layer is built between the host OS and guest OS. These two classes

of VM architec-ture are introduced next.

1. Full Virtualization

With full virtualization, noncritical instructions run on the hardware directly while
critical instructions are discovered and replaced with traps into the VMM to be
emulated by software. Both the hypervisor and VMM approaches are considered full
virtualization. Why are only critical instructions trapped into the VMM? This is
because binary translation can incur a large performance overhead. Noncritical
instructions do not control hardware or threaten the security of the system, but critical
instructions do. Therefore, running noncritical instructions on hardware not only can

promote efficiency, but also can ensure system security.

2. Binary Translation of Guest OS Requests Using a VMM

This approach was implemented by VMware and many other software companies. As
shown in Figure 3.6, VMware puts the VMM at Ring 0 and the guest OS at Ring 1.
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The VMM scans the instruction stream and identifies the privileged, control- and
behavior-sensitive instructions. When these instructions are identified, they are
trapped into the VMM, which emulates the behavior of these instructions. The method
used in this emulation is called binary translation. Therefore, full vir-tualization
combines binary translation and direct execution. The guest OS is completely
decoupled from the underlying hardware. Consequently, the guest OS is unaware that

it is being virtualized.

The performance of full virtualization may not be ideal, because it involves binary
translation which is rather time-consuming. In particular, the full virtualization of 1/0-
intensive applications is a really a big challenge. Binary translation employs a code
cache to store translated hot instructions to improve performance, but it increases the
cost of memory usage. At the time of this writing, the performance of full
virtualization on the x86 architecture is typically 80 percent to 97 percent that of the

host machine.

3. Host-Based Virtualization

An alternative VM architecture is to install a virtualization layer on top of the host OS.
This host OS is still responsible for managing the hardware. The guest OSes are
installed and run on top of the virtualization layer. Dedicated applications may run on

the VMs. Certainly, some other applications
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FIGURE 3.6

Indirect execution of complex instructions via binary
translation of guest OS requests using the VMM plus
direct execution of simple instructions on the same host.

can also run with the host OS directly. This host-based architecture has some distinct
advantages, as enumerated next. First, the user can install this VM architecture
without modifying the host OS. The virtualizing software can rely on the host OS to
provide device drivers and other low-level services. This will simplify the VM design

and ease its deployment.

Second, the host-based approach appeals to many host machine configurations.

Compared to the hypervisor/VMM architecture, the performance of the host-based



architecture may also be low. When an application requests hardware access, it
involves four layers of mapping which downgrades performance significantly. When
the ISA of a guest OS is different from the ISA of the underlying hardware, binary
translation must be adopted. Although the host-based architecture has flexibility, the

performance is too low to be useful in practice.
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